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INTEREST OF PHYSEC — Current Security Threats
= LACKS OF SECURITY IN EXISTING WIDESPREAD WIRELESS NETWORKS

» Mobile Telephony

* Monitoring of VIP’s smartphone during years
» Security of subscribers can be decreased by networks protocol weaknesses

» Hacking of SIM manufacturers by security agencies to obtain Ki Keys
» Subscribers’ keys may not be secret in practice

o WiFi

o Use of WEP keys
 WHPS enables to crack WPA-2

* Internet of Things

* Weak security control
* Vulnerability of the air interface
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http://media.ccc.de/browse/congress/2014/31c3_-_6531_-_en_-_saal_6_-_201412272300_-_ss7map_mapping_vulnerability_of_the_international_mobile_roaming_infrastructure_-_laurent_ghigonis_-_alexandre_de_oliveira.html
https://firstlook.org/theintercept/2015/02/19/great-sim-heist/
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7070471
https://www.ic3.gov/media/2015/150910.aspx

INTEREST OF PHYSEC — Attacker Capabilities

» COMMUNICATION SCENARIO QIO
 LEGITIMATE links are Alice to/from Bob LEGITIMATE on
D
 EAVESDROPPER links are (N% __
« Alice to Eve...and even (active) Eve to Alice ((C)X(r)X(r)X@) * N '_'
« Bobto Eve... andeven (active) Eve to Bob ALICE ATTACK |
» Most usual academic hypothesis are: € o (®) ' V( )
« complete information of Eve about legitimate '~\ - ? ?
RATs/waveforms TS
> EVE

* no Information of Eve about legitimate Keys (€.0. w3y Transmits and Receives
Ki Keys on SIM cards)

------ D Intercepts and monitors

« No more valid nowadays in public RATs = == > May emit, jam, spoof or impersonate

= CLASSIC SECURITY COUNTERMEASURES

e TRANSEC (Transmission Security) is the protection of the transmitted signals face to
interception and intrusion attempts (and even jamming and direction finding)

« NETSEC (Network Transmission Security) is the protection of signalling and access
messages. Usual solutions are authentication and integrity control (or ciphering of
signalling in military networks)

e COMSEC (Communication Security) is the protection of data messages (voice, sms, mms,
high speed data). Most of solutions are based on ciphering and integrity control schemes
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INTEREST OF PHYSEC - Definition And Advantages

= NEW ADD-ON SECURITY SCHEMES SHALL
* Not rely on pre-distribution of keys

* Be compatible with a large numbers of subscribers
» Be easy to implement and standard compliant

» Beefficientagainst any kind of attack

= EMERGENCE OF A NEW SECURITY TECHNIQUE: “PHYSICAL LAYER
SECURITY?”

e PHYSEC

o Key-less security technique exploiting propagation randomness to establish secrecy
between legitimate users

» Theories are well developed and results are promising
* Practical implementations are thriving
» Various techniques for different kinds of protection

Adaptive techniques
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INTEREST OF PHYSEC - Randomness of Radio Channel

= EXPLOITING THE RANDOM PROPAGATION OF WIRELESS RADIO CHANNEL

e Obstacles between users

* Multiple paths to reach Bob or Eve
» Reflection, Diffraction, Scattering, Shadowing

Scattering and Shadowing

()

« Waveforms received by Bob and Eve are (DG
differently altered ALICE

* Apply both to outdoor and indoor

Reflection

« Complex propagation and unpredictable
scattering objects

¢ Channel randomness

» Received waveforms cannot be recovered by
computation

lll“ '|!‘“ L
« At fixed carrier, same angles on obstacles = () ()
for Alice = Bob and Bob = Alice Diffraction

* Channel reciprocity (in TDD)

e Same randomness for Alice and Bob

» Decorrelation for Eve after short distances

e A2 in dense environment
* 4 in low diversity environment
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INTEREST OF PHYSEC - 2 Approaches

PHYSEC: Key-less security technique exploiting propagation randomness to establish secrecy

= 2 MAIN APPROACHES FOR PHYSEC

o Secret Key Generation (SKG): Secret Keys are computed from channel measurements

» Channels between legitimate nodes are reciprocal and uncorrelated elsewhere
* Propagation randomness ensures the uniqueness of the computed key

Channel quantization algorithms target low mismatches between legitimate links
Existing SKG strategies ensure few information leakage to third parties

* Y. El Hajj et al., "Towards robust key extraction from multipath wireless channels**, IEEE Journal of Comm. and Net., vol.14, no.4, 2012
* www-phylaws.ict.org, deliverable D4.1

» Secrecy codes: channel codes (FEC) are augmented with secrecy capabilities

» Require better radio link (SNR) between Alice and Bob than between Alice and Eve
» Approach Shannon capacity for legitimate link
» Mitigate information leakage at “any’ other location

Theoretical feasibility is established but explicit design remains an active research domain
Expected results from Phylaws project in 2016

» Bloch and Barros,“Physical Layer security”’, Cambridge University Press, 2011
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INTEREST OF PHYSEC - Requirements

= AUTHENTICATION OF THE RADIO LINK

» Tag Signals and Interrogation and Acknowledgement Sequences
e See previous presentation at WinnComm 2015 (San Diego)

Towards a key-free radio protocol for authentication and
security of nodes and terminals in advanced waveforms
SDR’15 Winncomm, session 1, San Diego, 26 March 2015

Eric Nicollet

Frangois Delaveau, Renaud Moliere, Christiane Kameni Ngassa, Claude Lemenager
Thales Communications & Security; Gennevilliers, France

Taghrid Mazloum, Alain Sibille

Telecom ParisTech; Paris, France
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= PROVIDING ARADIO-ADVANTAGE FOR THE LEGITIMATE LINK

» Artificial Noise (AN): Beamforming for legitimate data stream
« Extraction of orthogonal directions to the legitimate link and transmission of noise streams
« Maximization of the legitimate link budget providing a radio advantage for the legitimate link

Theories and implementations are numerous, practical performance is proven for WiFi
- S. Goel and R. Negi,“Guaranteeing Secrecy using Artificial Noise**, IEEE Transaction on Wireless Communications, vol.7, no.6, June 2008
- www-phylaws.ict.org, deliverable D2.4

» Tag signals and Interrogation and Acknowledgement Sequences
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Summary





Security lacks of networks’ radio interface: the harsh reality



Help of Physical Layer Security (PHYSEC)



Tag Signals and Key-free authentication protocol



Experimental measurements: first results



Conclusion

Note: This paper is a follow up of Winncomm Munich 2013 papers


“Active and passive eavesdropper threats within public and private civilian networks – Existing and potential future countermeasures – An overview”



“PHYSEC concepts for wireless public networks – introduction, state of the art and perspectives”
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About security lacks of networks’ radio interface: the harsh reality
Basic definitions

TRANSEC (Transmission Security) is the waveform protection  of the legitimate link face to interception of the transmitted radio signal, to intrusion attempts of the user receiver (and even jamming and direction finding)



NETSEC (Network Transmission Security) is the protection of the signalling of the network of the legitimate link (usual solutions are authentication and integrity control, sometimes ciphering of signalling in military networks)



COMSEC (Communication Security) is the protection of the content of user messages (voice, data). Most of solutions are based on ciphering + integrity control schemes

LEGITIMATE links are Alice to/from Bob



EAVESDROPPER links are Alice 

     to Eve and Bob to Eve



Usual “Academic” hypothesis are:

complete information of Eve about legitimate RATs/waveforms

no Information of Eve about legitimate Keys (e.g. Ki Keys on SIM cards)
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Eavesdropper links
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Usual assumptions of security are no more valid in wireless public networks, whatever the waveform is



Eve’s knowledge about legitimate key is now usual



Using failures of the SS7 and international roaming protocols to get Ki keys

Monitoring of Angela Merkel’s smartphone during years

Security of subscribers is decreased by networks protocol failures and by operators’ practices



SIM card providers may be hacked (to obtain Ki keys)

Revelations on hacking of SIM manufacturers by security agencies 

Subscribers’ keys may not be really secret in practice



Reveals especially that

Subscribers’ secret is not efficiently kept within public networks

Subscriber authentication, identification and roaming remain weak in 2G/3G/4G etc





About security lacks of networks’ radio interface: the harsh reality
The end of illusions
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Usual assumptions of security are no more valid in wireless networks, whatever the RAT is:



Keys cannot be pre-distributed nor pre-computed by the legitimate users in wireless public networks





Eve can intercept (and eventually disturb) early negotiation messages between Alice and Bob such as…



Broadcast signalling

Channel State Information 

Geolocated Sensing messages

Authentication of Bob and Alice

Ciphering key computation



    … in order to 

Get information about Alice and Bob

Impersonate Alice or Bob

Overcome further protections (Ciphering negotiation, etc.)

About security lacks of networks’ radio interface: the harsh reality
Fall of usual assumptions
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Help of Physical Layer Security (PHYSEC)
Principle and definition

2 approaches for PHYSEC:  

What is PHYSEC  (Physical Layer Security) ?



Key-less security technique exploiting propagation randomness to establish secret

Theory is OK, practical applications in realistic radio-environment are in progress



Secrecy codes: channel codes (FEC) are augmented with secrecy capabilities

Require better radio link (SNR) between Alice and Bob than Alice and Eve

Approach Shannon capacity for legitimate link

Mitigate information at “any” other location



Theoretical feasibility is established but explicit design remains an active research domain



See Bloch and Barros,“Physical Layer security” ,Cambridge University Press, 2011

Secret Key Generation (SKG): keys are computed from propagation randomness

Channels between legitimate nodes are reciprocal and uncorrelated elsewhere 

Bits of the secret key are computed from channel measurements



Channel quantization algorithms target low mismatches between legitimate links 

Existing SKG strategies ensure few information leakage to third parties



See Y. El Hajj et al., "Towards robust key extraction from multipath wireless channels“,

 IEEE Journal of Comm. and Net., vol. 14, no. 4, Aug 2012
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Help of Physical Layer Security (PHYSEC)
Need for early and key-free secured authentication

Main advantages of PHYSEC



PHYSEC avoids the use of ciphering keys, thus is resilient to any attack

Whatever the knowledge of Eve is

Whatever Eve’s computing capabilities are (even with quantum computing)



Low impact at upper layers (MAC, software)



Remaining gaps of PHYSEC



All PHYSEC schemes need authenticated Channel State Information

The channel estimate must be exclusively known by Bob

Without exclusivity, no security



PHYSEC scheme cannot rely on pre-distributed keys

Eve can also know the key



For some PHYSEC schemes, a better SNR is require for the legitimate links than for eavesdropper links





Proposed solution consists in using a new authentication protocol



Without prior key distribution 

Based on the generation of steath and adaptative signals, called Tag Signals

Able to provide suitable conditions for the implementation of PHYSEC schemes
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Tag signal: Low power superimposed signal, transmitted at the same time and on the same carrier than useful signal, with identification information





















Low power of emission to hide tag signal under dominant signaling



Use of Direct Spread Spectrum Sequences (DSSS) to spread the tag signal over the carrier bandwidth.



Provides the potential radio advantage required by PHYSEC schemes

Detection of the tag signal requires to know the DSSS

Innovative authentication approach



First, DSSS of tag signals are «public»



Last, DSSS of tag signals are «private» taking advantage of the legitimate channel randomness

Unauthorized receiver:

 no tag detection

Authorized receiver: 

tag detection





Detection            threshold

Detection criteria

Dominant Signal Ssig

Total Signal Ssig + Stag

Tag Signal Stag

Power













Tag Signals and Key-free authentication protocol
Principle
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Different kinds of threat for Eve monitoring

Eve is passive

Eve records and decodes exchanged messages between Alice and Bob

Eve does not emit any signal

No real-time constraints of any kind



Eve is Man-In-The-Middle (MITM) 

Eve intercepts and real time processes exchanged messages between Alice and Bob 

Eve sends falsified signals to impersonate either Alice or Bob



Eve attacks the authentication protocol (“Intelligent Jamming” / IJ)

Eve detects authentication messages and jams them with dedicated signals

Eve aims at forcing the use of a less secure protocol between Alice and Bob

Main countermeasures included in the protocol

Authentication through tag signals and channel measurements

Alice and Bob exchange tag signals to authentify themselves

Those tag signals are computed from channel measurements

Thus, Eve cannot predict nor follow the tag signals exchanges (at more than λ/2)



Authentication through accuracy of time of arrival of tag signals

Fast exchanges of tag signals between the legitimate users 

Imposing extremely high reactivity requirements for any MITM or IJ Eve

Tag Signals and Key-free authentication protocol
Identification of threats
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Protocol and resilience to passive Eve

















Tag Signals and Key-free authentication protocol
Case of passive Eve

Authentication and channel measurements supported by tag signals







EVE 
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ALICE









































Alice transmits a first tag signal 

     (from a public set)

     Bob estimates the legitimate channel

2) Bob acknowledges by sending a tag signal dependent on legitimate channel 

3) Alice moves forward by sending a new tag signal dependent on the legitimate channel 

1) Eve may estimate the channel but

due to spatial decorrelation, her estimate is different from the legitimate channel

(…)

Establishment of a PHYSEC scheme

5) Secret Key or Secrecy coding can be added on tag signal to enhance protection of authentication messages

2) Eve cannot detect Bob’s acknowledgment since she does not know the legitimate channel

?

3) Eve cannot follow message exchange as it turns dependent on the legitimate channel

?

?

5) With PHYSEC, Eve cannot decode any information exchanged on Alice-Bob radio link

?
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Protocol and resilience to Man-In-The-Middle attack: one scenario among others

















Tag Signals and Key-free authentication protocol
Case of Man-In-The-Middle attack







BOB 











ALICE









































Alice transmits a first tag signal 

     (from a public set)

     Bob estimates the legitimate channel

2) Bob acknowledges by sending a tag signal dependent on legitimate channel 

3) Alice detects 2 different channels and separates the links by using different tag signals to communicate with the users

1) Eve may estimate the channel but

due to spatial decorrelation, her estimate is different from the legitimate channel

4) Eve cannot follow legitimate message exchange as it turns dependent on the legitimate channel

The following of the protocol is similar to passive attack case

Tag signal mismatch + late time of arrival of Eve’s signals are discriminant

Several protections can be added to make the transmission sequences and time of emission unpredictable for Eve (see following page).







EVE 





















Eve tries to impersonate Bob

2) Eve intends to impersonate Bob to Alice by emitting a tag signal but due to spatial decorrelation, her tag signal is different from Bob’s one

3a) Alice  rejects Eve

                                   or           

3b) Alice sends a new tag signal to Eve dependent on the channel between Alice and Eve

4) Alice sends a new tag signal to Bob dependent on the legitimate channel 
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How Intelligent jamming Eve is countered ?

Help of Un-coordinated Spread Spectrum (USS) scheme

sequential emission of random tag signals chosen in a public set

only one code is dedicated to Bob

tag signal sequence is unpredictable for Eve



Help of TJ schemes

randomness of the transmission time 

transmission time is unpredictable for Eve



As USS and Time Jitter randomize transmission of tag signals, intelligent jamming Eve has to spread her power over time, frequency and tag signals set

Conclusion on the proposed protocol

Enables authentication without prior-key distribution



Resilience to attacks are mainly based on

Spatial diversity of channels which drives the building of tag signals

Rapidity of answer and accurate synchronization on tag signal (large bandwidth)

Added protection scheme : Uncoordinated Spread Spectrum and Time Jitter 



Opens the implementation of PHYSEC scheme such as Secret Key Generation



Tag Signals and Key-free authentication protocol
Case of intelligent jamming attacker

Apply also 

against 

MITM attack
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Experimental measurements: first results 
Experimental test bed



Hardware: NI/Ettus + Kontron

Software: Phylaws partners

Purposes

Measuring real channels on Ultra High Frequency ranges (2/3/4G, Wifi)

Studying channel diversity to implement PHYSEC schemes

Secret Key Generation of good quality        (> 128 bits, NIST criteria)

Secrecy Codes and associated metrics 



Test-bed

Emission Equipment (Alice)

Wifi AP 802.11a/n (f=2.46GHz, λ=12cm)

Acquisition Equipment (Bob and Eve)

6x USRPs (0.4 - 4.4 GHz) + Octoclock

Top grade PC (KISS 4U X9DR3)

6 synchronized antennas

Bob: 2 antennas, spaced out by 33 cm

Eve: 4 antennas, spaced out by 11 cm

Bandwidth of 25 MHz 
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Channel Frequency Response (CFR) estimation of Wifi AP signals



Evolution of the channel response for the different antennas at the same time

























Decorrelation between channel observations over the different antennas



Confirmation of previous experiments



W.C. Jakes Jr., « Microwave Mobile Communiations ». Piscataway, NJ: Wiley-IEEE Press



J.Wallace and R.Sharma, “Automatic secret keys from reciprocal MIMO Wireless channels: measurement and analysis,” IEEE Trans. on info. for. and sec., September 2010



Experimental measurements: first results 
Spatial diversity of the channel responses

High spatial diversity enables computation of good secret keys (length, randomness), evaluated later by using NIST criteria
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Evolution of Channel Frequency Response of the same antenna over 200 ms







Experimental measurements: first results 
Time diversity of the channel responses

Channel evolves over time



Need to regenerate the secret-keys after 100 ms (indoor case)

High time diversity enables computation of good secret keys (length, randomness), evaluated later by using NIST criteria
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Protection of Bob’s secret-keys




Criterion is the Bit Error rate (BER) of Eve



BER close to 0.5 means Eve unable to recover Bob’s secret key



Experimental measurements: first results 
Performance evaluation of SKG scheme

Quality of Bob’s secret-keys


Criterias are defined by the National Institute of Standards  and Technologies (NIST)



Evaluate the probability distribution and the entropy of Bob’s key bits



60 + 22 keys of 242 bits computed from channel measurements





Around 0.5 is the best 

security region

		NIST 
Test				Propagation scenario		

						Line of Sight		Non Line 
of Sight

		1		Frequency (bit)		60/60		22/22

		2		Frequency (block)		59/60		22/22

		3		Runs		56/60		21/22

		4		Entropy		55/60		22/22



Cumulative Density Function 

ot the Error probabibility of Eve



Probability is 0.4 

that Eve’s error 

on Bob’s key bit 

is lower than 0.48
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Conclusion

Our new authentication protocol offers practical perspectives for improving wireless security



No prior key distribution



Secure device authentication protocol for the first messages



Based on exchanges of stealth tag signals

Counter any Eve: passive, man in the middle, intelligent jamming 

Re-enforce integrity control of further negotiation messages



Authenticated estimation of the legitimate channel at the earliest stage



Including of versatile transmitting techniques such as:



Un-coordinated Spread Spectrum

Time Jitter



Large opportunities for enhanced PHYSEC implementation







Further work: implement secrecy codes



Authenticated CSI

Secret Key Generation

Secrecy Coding

Other schemes (Artificial Noise)
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CONCLUSION


This work is supported by Phylaws project

      see www.phylaws-ict.org
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SECRET KEY GENERATION - Introduction

= PRINCIPLE OF SECRET KEY GENERATION
* The goal is to use channel randomness to extract secret keys

» Keys computed by legitimate users shall be exactly the same
« Keys computed by eavesdroppers shall be indepedent from the secret key

= SIMPLIFIED GENERATION PROCESS OF SECRET KEYS

o Step 1: Estimation of the Channel Frequency Response (CFR)
o Study of the correlation of the CFR

o Step 2: Quantization
« channel coefficients are quantized according to a defined and public algorithm

« Step 3: Information reconciliation

» Alice and Bob use error-correcting code (BCH) on the obtained key to suppress mismatch
« Step 4: Privacy amplification

» Alice and Bob use hash functions to strengthen the quality of their key

Amplitude/Phase imag 5
00 4 &+ 4 10 (\//— 7
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2 N Al s
i WA i real A A
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g | 1 1 1 1 1 1 1 1 =
o1 ¥ o FFp 10; 0% 01 00, 0C; 11;10; |3
c 1 1 1 1 1 1 1 1 1 g_
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cg e Estimation of the Channel * Quantization and study of « [Each quantized point is g
2 Frequency Response (CFR) repartition of the points then translated into bits £
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SECRET KEY GENERATION - Channel Decorrelation

= FIRST CHALLENGE: CHANNEL CORRELATION
e Occurs in environnement with low mobility, resulting in:

o Stability in channel response, longer coherence time and not enough randomness in secret keys

» How to reduce channel correlation before quantization to improve quality of the keys?

= STRAIGHTFORWARD METHOD TO REMOVE TEMPORAL CORRELATION
» Use of the eigenvector of the full covariance matrix of the channel response. However:

* High complexity and Bob has to send the eigenvectors to Alice over the public channel

» Chan Chen; Jensen, M.A., "Secret Key Establishment Using Temporally and Spatially Correlated Wireless Channel Coefficients,"
Mobile Computing, IEEE Transactions on , vol.10, no.2, pp.205,215, Feb. 2011

= TOWARDS A LESS COMPLEX SOLUTION: AFIRST APPROACH
* Remove time correlation between frames
e Compute cross-correlation coefficient between two consecutive frames
» Select only frames for which the cross-correlation coefficient is above a given threshold T,
* Remove correlation between frequency carriers
» Compute cross-correlation between two consecutive frames

« Select only frequencies for which the cross-correlation coefficient is above a given threshold T,

» Bob has to send the position of the selected channel coefficients to Alice

WinnComm Europe 2015- 7th October 2015

» Does not leak any information about the key to Eve
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SECRET KEY GENERATION - Channel Decorrelation

= [MPACT OF CHANNEL DECORRELATION

» \Worst case = LTE measurements in a stationnary environment

* Frequency: 2627.5MHz , Bandwidth: 10 MHz
* Acquisition duration: 5 seconds
e 6 antennas: 2 for Bob, 4 for Eve

« Quantization using all available channel coefficients

No obwoué pattern i 1 repeated in the keys

Selected Method in the following

Ll s e 1000 frames in 5s ﬂ
AN
(QV
—i
High temporal correlation that can be exploited by Eve to recover Bob’s key
» Resulting keys after using the eigenvectors of the channel covariance matrix
@ e e e e e e e g
S . 1000 frames in 53
g 8 ] i AR i"!ii_i“ﬂnu ||||||1|||||||||| '"|l||'|"|"'| !:|||:|||||||[||!| [ 1!||:|rrr|!riﬁ
3 The correlatlon problem per5|sts
8
£ . Resultlnq kevs after removmg highly correlated frames with the low complex method
S 0 all . " - ;
g 5 E 268 frames in 5s
£ ©
e O
g
Q
,’;E
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SECRET KEY GENERATION - Quantization

= QUANTIZATION
» Objective: generate binary symbols from channel measurements
» Possibility to quantize RSSI or Channel State Information (CSI)
* Quantization algorithm: CQA (CSI based, Wallace2010)
« Advantage of CQA: reduce mismatch between Alice and Bob keys

QM: 8 regions
QMA_0

QMA_1
Alice’ " Bob
= CQAALGORITHM
» The total space of observable channel measurements is divided into regions
* Region boundaries can cause mismatch between Alice and Bob keys
« Two Maps are created and alternated to avoid this

* In CQA, Alice chooses one map (here QMA 1), evaluates the quantization symbol (0)
and sends the number of the quantization map to Bob (1)

Bob evaluate his quantization symbol using the map indicated by Alice (He also finds O
using QMA _1)

* J. W. Wallace and R. K. Sharma, “Automatic secret keys from reciprocal MIMO Wireless channels: measurement and analysis,” IEEE
Transactions on information forensics and security, vol. 5, no. 3, pp. 381-392, September 2010

WinnComm Europe 2015- 7th October 2015
)
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SECRET KEY GENERATION - Reconciliation

= SECOND CHALLENGE: CORRECT MISMATCH BETWEEN COMPUTED KEYS

« Mismatch can occur after quantization between keys computed by Alice and Bob

» Reconciliation through FEC is necessary to achieve a perfect equality of the keys

0.035 |

0.03—

0.025—

Mismatclh between Alicle and Bob keyls after each SKIG step

After Quantization
and before Reconciliation

quantization
= -©~ - reconciliation
==+ - amplification

After Reconciliation
Using a simple FEC BCH(127,92,11) - source Matlab

\ After Amplification

E 0.02— ]

T

=

é 0.015 ]
i 0.01f H | g
E : ‘ ‘ ‘ ‘ J l “ “ I I ‘ _ §
§ \ £
E % 50 100 150 200 250 300 350 s
e Key Block Number 8
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SECRET KEY GENERATION — Amplification

= THIRD CHALLENGE: ENSURING LOW INFORMATION LEAKAGE TO EVE
» First criteria is a key Bit Error Rate
* BER~0.5at Eve’sside
o Amplification deletes information on Bob’s key by ensuring a BER of 0.5
* Eve has no information on Bob’s key
BER between Eve and Bob keys after each SKG step

1 | | | | | | —
quantization
= “©— - reconciliation
. . =4 - - amplification
09 After quantization o o ot -
: And reconciliation . Aiter privacy amplification
08k Using 2-universal family Hash functions |
A SN Ll ‘
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SECRET KEY GENERATION — Experimental Results

= FOUTH CHALLENGE: RANDOMNESS OF THE KEY

IMPACT OF AMPLIFICATION STEP
 LTE - Indoor (Classroom)
» Keys are generated from Channel Frequency Response measured on the PSS
* Frequency: 2627.5MHz e Bandwidth: 10 MHz

49 Keys in 5s — 49 Keys in 5s

127 Bits
127 Bits

WinnComm Europe 2015- 7th October 2015
Thales proprietary information. All rights reserved

» LTE Classroom after quantization
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SECRET KEY GENERATION — Experimental Results

= FOUTH CHALLENGE: RANDOMNESS OF THE KEY

IMPACT OFAMPLIFICATION STEP
 LTE - Outdoor (street in Paris)
» Keys are generated from Channel Frequency Response measured on the PSS
* Frequency: 2645MHz e Bandwidth: 10 MHz

284 Keys in 5s

After
guantization
More keys are

NI BRI generated due to
- g e hiah bilit d
#;,1,';;:' IgNner mMopllity an

more scatterers in the
environment

reserved

After

WinnComm Europe 2015- 7th October 2015
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SECRET KEY GENERATION — Experimental Results

= FOUTH CHALLENGE: RANDOMNES OF THE KEY

IMPACT OFAMPLIFICATION STEP
« WIFI - LOS (Indoor)

» Keys are generated from Channel Frequency Response measured on the LTF
* Frequency: 2462MHz « Bandwidth: 20 MHz

152 Keys in 2s

B

. | 4 o T

: - S R

I~ ~ i T g g L B S S T P

: S G s B
I K. : 1 . L b E
g L : - 2
8 M 1, 'u : 2
2 E
S . WiFi LOS After quantization . WiFi LOS After amplification
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SECRET KEY GENERATION — NIST Criteria

= FOUTH CHALLENGE: RANDOMNES OF THE KEY - NIST CRITERIA
* 2 NIST tests are carried out to evaluate the quality of the keys

* Frequency monobit test

Determines whether the numbers of Os and 1s in the key are approximately the same as would be expected for
a truly random sequence.

e Runs test
Determines whether the oscillation between 0s and 1s is too fast or too slow

* NIST frequency monobit tests * Runs tests
Indoor Outdoor Indoor Outdoor
Quantization 2 V0 Quantization 208 Bve
(48/49) (281/284) (13/49) (228/284)
Amplification L0 o0 Amplification e UL
> (49/49) (284/284) . (49/49) (284/284)
LOS NLOS LOS oo
WIF (2.4 GHZ) (2.4 GHZ) WIF (2.4 GHZ) (24GHz) B
g Quantization 87%0 100% Quantization 84% 99%0 E
3 (132/152) (171/171) (128/152) (169/171) =
§ Amplification 9970 100% Amplification 9870 99%0 Z
: P (151/152) (171/171) P (149/152) (170/171) ¢
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SECRET KEY GENERATION - Conclusion

WinnComm Europe 2015- 7th October 2015

TEMPORARY CONCLUSION ON SECRET KEY GENERATION

e Easy implementation

* Low Complexity
e Compliant with all modern digital standards

» Does not require better SNR for legitimate link than eavesdropper link
* Process provides good quality key (most often in short amount of time)
» Can take great advantage of TDD, Massive MIMO and Full-Duplex technologies

* However, provides limited results in stationary environment

EXPECTED UPGRADES IN VERY SHORT TERM

e Quality, length and rate of the key depends on the environment

* Lowdiversity in some LOS environment
* Longer time required to extract enough entropy to obtain good keys
Otherwise, Eve may recover the key in stationary and very low diversity case

* New algorithms are expected to remove all the predictable components of the CFR

* For low SNR, reconciliation between Alice and Bob can be increased
» Higher correction capacity of the codes uses by Alice and Bob for reconciliation

» Trade-off between algorithm complexity and

* Mismatch between Alice and Bob
* Information leakage
* Quality of the key

Thales proprietary information. All rights reserved
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ARTIFICIAL NOISE - Introduction

= PRINCIPLE ON MISO OR MIMO RATS

WinnComm Europe 2015- 7th October 2015

Eavesdropper A f

PHY level security based on beamforming and directional artificial noise (AN) jamming
Transmission of orthogonal noise beams that force very low SNR anywhere in space other
than in a small sphere surrounding the legitimate user

The result is high SNR at the legitimate user spatial location and very low SNR elsewhere

Unlike standard encryption, e.g. WPA2, AN is “unbreakable” and is immune to offline
processing attacks. Eavesdropper cannot even recover the bits by offline processing

Creating signal “CleanZone”
only at target station

Noise signal nulled at target
station

)) Data Beam

(t

Noise Beams

Legitimate User EavesdroppeV

o Eavesdroppers affected by
injected noise beams

e Unable to physically decode
packets due to low SNR

Eavesdropper\/

Thales proprietary information. All rights reserved
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ARTIFICIAL NOISE - Simulation Results

= IMPLEMENTATION OF ARTIFICIAL NOISE (AN) IN WIFI

e The 802.11ac/n frame has two parts to the preamble
» Legacy part: used for initial synchronization
e  VHT part: used for channel estimation.
e  Beamforming mode is applied from VHT part onwards
* AN can be added from
 The legacy part
Pro: can disrupt Eve synchronization Con: gives Eve more time to estimate (and supress) spatial noise

e  The VHT part of preamble
Con: degrades channel estimate for Bob. Still allows Eve to

Pro: Bob can estimate residual noise . ) . i )
estimate direction of spatial noise

« Data
Pros: Bob has clean channel estimate. Eve cannot estimate noise from known preamble.

2 8 us 8us  4us 8 s Aus 4 s per VHT-LTF 4 ps 2
g f : Y . — . — . —— %
g L-STF L-LTF L- VHT- VHT- VHT- LTF VHT- DATA g
b SIGJ SIG-A |STF SIG-B :
% Legacy Part of Preamble VHT Part of Preamble g
WinnComm Europe 2015-10-07 Erlangen THALES Imperial College
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ARTIFICIAL NOISE - Simulation Results

= SIMULATIONS PARAMETERS

» Power allocation to noise is 50%
» Simulation includes effect of CSI quantization

¢ Communication scenario

o 4XTX Alice
* Number of spatial stream: 1 » Constellation: 64-QAM » Rate: 5/6

e 1xRX Bob (addition of 3 noise streams)/ 2xRX Bob (addition of 2 noise streams)
* 4xRX Eve. Eve was modeled as a “standard” receiver

PER for Bob in dn"ferent AN schemes : BER for different AN schemes

il —a—x1L 4x4E. 1 STS, AN OFF

bt NG AN |sappI|ed
v _i'm_._onpreamble |

—+—4x2 |, 4x4 E 1 STS, AN OFF

4x2 L, 4x4 E, 1 5TS, VHT-LTF AN ON

PER
BER

" 'Without AN

—&— 4x1, 1 5TS, AN OFF N\ 5
-+ 4x1, 1 STS, alpha = 0.5, VHT-LTF AN OFF [[L22 7
~@-- 4x1, 1 STS, alpha = 0.5, VHT-LTF AN ON |7~
—H— 4x2, 1 5TS, AN OFF on Data !
—EF-4x2, 1 8TS, alpha = 0.5, VHT-LTF AN OFF |7, , , remneeed
.|| B 4x2, 1 STS, alpha = 0.5, VHT-LTF AN ON_ | | : : : ?

I I I I I I

—B—4x1 L, 4x4 E, 1 STS, VHT-LTF AN OFF |-
e ] L, 4x4 E, 1 STS, VHTLTF AN ON |3

4x2 L, 4%4 E, 1 STS, VHT-LTF AN OFF [ ]

16 18 20 22 24 26 28 30 32 34 36 38 40
SNR (dB)

« Performance loss for single antenna Bob is
7dB when AN applied from Data portion

* Application of AN on preamble significantly
Increases noise

SNR (dB)

 BER for Eve is 50% for every cases

WinnComm Europe 2015- 7th October 2015
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ARTIFICIAL NOISE - Conclusion

= CONCLUSION ON ARTIFICIAL NOISE
e Easy implementation
* Low Complexity
e Compliant with all modern digital standards
* Take advantage of space time block coding for security purposes
* Provide radio advantage for legitimate link
» Even if Eve has more antennas than Bob
* Independent on the Modulation Coding Scheme (MCS)

* Resilience against offline processing

* Provides suitable conditions for secrecy coding

= LIMITS

e CSI must be protected from Eve
* Protection can be decreased if channel matrix is revealed

* Necessity to protect of sounding frame

* What if Eve has more antennas capabilities ?

WinnComm Europe 2015- 7th October 2015
Thales proprietary information. All rights reserved
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SECRECY CODING - Introduction

WinnComm Europe 2015- 7th October 2015

OBJECTIVE OF SECRECY CODING

» Designing error correcting codes with secrecy capacity
* Providing reliable communication to legitimate users by approaching the Shannon capacity
« Mitigating the information for any Eavesdropper (at any other location)

REQUIREMENTS
o Legitimate link must have a better radio link (~SNR in AWGN channel) than Eve

MAIN CHALLENGES
» Existence of optimal Secrecy Codes is proven. No straightforward general design method
» Explicit secrecy code construction only for « ideal » channel models (BEC, BSC)

» Existing design of polar codes for the wiretap AWGN channel applies only for very long
code length (229)

» Researches are in progress for advanced channel models (lattice coding, etc.)

PROPOSAL FOR A (SIMPLIFIED) SECRECY CODING SCHEME

» Take advantage of the secrecy properties of the polar code

* Mitigate the poor finite-length performance of the polar code by exploiting the error-
correction capability of LDPC codes

Thales proprietary information. All rights reserved
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SECRECY CODING - Proposed Scheme
= THE PROPOSED SECRECY CODING (SIMPLIFIED) SCHEME

« Concatenation of two codes
e Quter code: a polar code to provide secrecy
* Inner code: any error-correcting code able to provide sufficient error correction capability

Polar LDPC LDPC Polar

X N > N
= > Encoder >l Encoder > Channel > Decoder Decoder

!

= POLAR CODES

* Construction
e Length of the code: N = 2"
» Design of finite-length polar code is dependent on a target channel’s error probability

e Advantages of polar codes
» Capacity achieving code for binary input symmetric discrete memoryless channels
» Explicit code design
* Low encoding and decoding complexity: O(Nlog(N))
* Provide secrecy over the AWGN channel when the block length goes to infinity

* Drawbacks
» Poor decoding performance at moderate and short block length
» Not pratical for real communication systems

WinnComm Europe 2015-10-07 Erlangen THALES Lohdon N P25
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SECRECY CODING - Design

= DESIGN OF THE LDPC CODE (AS SIMPLE AND CLASSICAL AS POSSIBLE)

e Quasi-Cyclic LDPC code defined in the 802.11 standard
e Length ofthecode: N = 1296
 Rateofthecode:R = 5/6

= DESIGN OF POLAR CODE

e From Information Theory

* H.Mahdavifar and A.Vardy, "Achieving the secrecy capacity of wiretap channels using polar codes,", 57 ed IEEE Transactions
on Information Theory, 2011, pp. 6428-6443

WP4-T4.2 - POLAR CODES- Brief Introduction

= Polar codes

« Introduced by Arikan in 2008
« Arikan, E., "Channel polarization: A method for constructing capacity-achieving codes,"
Information Theory, 2008. ISIT 2008. IEEE International Symposium on , vol., no., pp.1173,1177,
6-11 July 2008
* Arikan, E., "Channel Polarization: A Method for Constructing Capacity-Achieving Codes for
Symmetric Binary-Input Memoryless Channels,” Information Theory, IEEE Transactions on ,
vol.55, no.7, pp.3051,3073, July 2009

« Capacity achieving for any binary-input discrete memoryless channel
« Explicit code construction
* Low decoding and encoding complexity:

= Binary Discrete Memoryless Channel (B-DMC)
* Generic B-DMC,
« Transition probabilities: (| )
¢ Input alphabet: { 1}, output alphabet: arbitrary
uses of 1)

= Example of Binary Discrete Memoryless Channels
« Binary Erasure Channel (BEC)
3 « Binary Symmetric Channel (BSC)
THALES Colenc2| i  SPRVLAWS  mperilolee /o o \ 1
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Polar codes

Introduced by Arikan in 2008

Arikan, E., "Channel polarization: A method for constructing capacity-achieving codes," Information Theory, 2008. ISIT 2008. IEEE International Symposium on , vol., no., pp.1173,1177, 6-11 July 2008

Arikan, E., "Channel Polarization: A Method for Constructing Capacity-Achieving Codes for Symmetric Binary-Input Memoryless Channels," Information Theory, IEEE Transactions on , vol.55, no.7, pp.3051,3073, July 2009

Capacity achieving for any binary-input discrete memoryless channel

Explicit code construction

Low decoding and encoding complexity: 

Binary Discrete Memoryless Channel (B-DMC)

Generic B-DMC,  

Transition probabilities:  

Input alphabet: , output alphabet:  arbitrary

 uses of  

Example of Binary Discrete Memoryless Channels

Binary Erasure Channel (BEC)

Binary Symmetric Channel (BSC)
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Binary Discrete Memoryless Channel (B-DMC)

Generic B-DMC,  

Transition probabilities:  

Input alphabet: , output alphabet:  arbitrary

 uses of  

Channel parameters

Symmetric capacity : it is the highest rate at which reliable communication is possible across  using the inputs of  with equal 	frequency



Bhattacharyya parameter : it is an upper bound on the probability of maximum-likelihood (ML) decision error when  is used only once to transmit a  or  



Channel polarization

Possibility to synthesize, out of  independent copies , a second set  such that, as  becomes large, the fraction of indices  for which  is near  approaches  and the fraction for which  is near  approaches . 

WP4-T4.2 – POLAR CODES– Preliminaries
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BEC(0.5), N = 1024

WP4-T4.2 – POLAR CODES– Channel polarization
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BEC(0.5), N = 8, rate = 0.5

Sets of information bits and frozen bits

WP4-T4.2 – POLAR CODES– Encoding
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BEC(0.5), N = 8, rate = 0.5 

Encoding example

WP4-T4.2 – POLAR CODES– Encoding
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= Polar codes
* Introduced by Arikan in 2008

¢ Arikan, E., "Channel polarization: A method for constructing capacity-achieving codes,"
Information Theory, 2008. ISIT 2008. IEEE International Symposium on , vol., no., pp.1173,1177,
6-11 July 2008

¢ Arikan, E., "Channel Polarization: A Method for Constructing Capacity-Achieving Codes for
Symmetric Binary-Input Memoryless Channels," Information Theory, IEEE Transactions on ,
vol.55, no.7, pp.3051,3073, July 2009

¢ Capacity achieving for any binary-input discrete memoryless channel
« Explicit code construction

* Low decoding and encoding complexity: O(N log N)

= Binary Discrete Memoryless Channel (B-DMC)
¢ Generic B-DMC,W : X - Y
* Transition probabilities: W(y|x), x € X,y €Y
* Input alphabet: X = {0, 1}, output alphabet: Y = arbitrary
« Nusesof W, W": x" > YV, w¥(yV|x}) =TIL, Wy, x)

= Example of Binary Discrete Memoryless Channels
* Binary Erasure Channel (BEC)
* Binary Symmetric Channel (BSC)
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= Binary Discrete Memoryless Channel (B-DMC)
¢ Generic B-DMC,W : X - Y
* Transition probabilities: W(y|x), x € X,y €Y
* Input alphabet: X = {0, 1}, output alphabet: Y = arbitrary
« Nusesof W, W": x" > y", w¥ (¥ |«}) =L, W, x)

= Channel parameters

¢ Symmetric capacity : it is the highest rate at which reliable communication is possible
across W using the inputs of W with equal frequency

1 w
ow) = Z Z S WOl logy o ':)
yey xex s W©I0) +3W(y|1)

* Bhattacharyya parameter : it is an upper bound on the probability of maximum-
likelihood (ML) decision error when W is used only once to transmit a 0 or 1

w) = Z WHIOW (1)

Y€y

= Channel polarization

«  Possibility to synthesize, out of N independent copies W, a second set {W4:1 < i < N} such
that, as N becomes large, the fraction of indices i for which I (W;v) is near 1 approaches

I(W) and the fraction for which I(W;\I) is near 0 approaches 1 — I(W).
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SECRECY CODING - Simulations Results

= FIRST SIMULATIONS WITH GENERATED QPSK SIGNALS

BER vs SNR of the LDPC and polar code

= CODE PARAMETERS 10 3
’ N - 2 10 - 1 0 2 4 10-1 | R = s e SEREE e
e AWGN  [rrmmmmmmmmmmams
[ Q P S K M Od u I ati O n 10_ Ezszszszszsssszszszdisssssssssszszszszssdissossszszszzzoocs
* Bel IEf p ropag atlon algorlth m to 10-3 | S S S
decode LDPC and polar codes ~ Esmmsimsssscooo
* Final secrecy code rate: 0.35 E 10"
10_5 | SRR SRR R e R R
10-6 Ezszszszszsssszszszdisssssssssszszszszssdissossszszizzzoocs

=

F| —— Polar decoder
10_8 j j |
1 2 3 4 5 6 7 8

SNR (in dB)
= RESULTS AT THE OUTPUT OF THE SECRECY CODING SCHEME
BER =0.5when SNR<4 dB

BER < 10-5when SNR > 6.5 dB
Security gap (~ Min radio advantage): 2.5 dB
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SECRECY CODING - Simulations Results

Original Image (to be sent over __IMAGE RECEIVED BY EVE
the wiretap channel) Received image, SNR = 4dB | Received image, SNR = 4.5dB Recelved |mage SNR 5dB
1Y e N i e : A TR R ) Hes H §

Recelved iImage, SNR = 6.50B Received Image, SNR = 7dB

S |

IMAGE RECEIVED BY BOB

= PERFORMANCE ILLUSTRATION (TRANSMISSION AN IMAGE)

WinnComm Europe 2015- 7th October 2015

Thales proprietary information. All rights reserved

e The received image contains random pixels when SNR < 4 dB Security gap : 2.5 dB
» Perfect reception of the image when SNR > 6.5 dB ~ Min radio advantage
WinnComm Europe 2015-10-07 Erlangen THALES Imperial Collegf.- P28

3 ParisTech London 1
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SECRECY CODING - Conclusion

= SUMMARY OF WORK ON SECRECY CODING

* Evidence that Eve’s BER should be close to 0.5
« AtSNR =5dB,BER =0,297 but Eve can guess the transmitted image from the received one

» The polar code provides security
* Thanks to the polar code BER = 0.5 when SNR <4dB
* No information is leaked to Eve

» Poor overall performance of the polar code (due to the small length of the code)
* Final BER is always higher than the error probability of the BSC channel (LDPC decoder BER)

 The LDPC code provides reliability
e Good transition to the waterfall region, no error floor at 108

= PROVISORY CONCLUSION ON SECRECY CODING
* Do not require mobility or scatterers in the environment

» Secrecy code requires better SNR for legitimate link than eavesdropper link
* Reliability is ensured by LDPC codes
» already widely used in wireless standard

e Secrecy is achieved by only adding a polar code

* Low encoding and decoding complexity

WinnComm Europe 2015- 7th October 2015

» Loss of reliability (0.5 to 1 dB) due to short length of polar code using belief propagation
Imperial College

Thales proprietary information. All rights reserved
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http://www.phylaws-ict.org/

GLOSSARY

AN Artificial Noise NETSEC  Network Transmission Security

BCH Bose Ray-Chaudhuri Hocquenghem NLOS Non Line Of Sight

BER Bit Error Rate PHYSEC Physical Layer Security

BTS Base Transceiver Station PSS Primary Synchronization Sequence
CIR Channel Impulse Response RAT Radio Access Technology

CFR Channel Frequency Response SIM Subscriber Identity Module

CQA Channel Quantization Algorithm SKG Secret Key Generation

COMSEC Communication Security SNR Signal to Noise Ratio

CRS Cell-specific Reference Signal SS7 Signaling System No.7

FDD Frequency Division Duplex SSS Secondary Synchronization Sequence
FEC Forward Error Correction TDD Time Division Duplex

GSM Global System for Mobile communications TMSI Temporary Mobile Subscriber Identity
IMSI International Mobile Subscriber ldentity TRANSEC Transmission Security

LDPC Low Density Parity Check UMTS Universal Mobile Telecommunications System
LOS Line Of Sight VIP \ery Important People

LTE Long Term Evolution

LTF Long Training Field

MAC Media Access Control
MIMO Multiple Input Multiple Output
NIST National Instrument of Standards and Technology
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APPENDIX 1- INTEREST OF PHYSEC: More on security lacks in mobile network

Hyeran Mun, Kyusuk Han and Kwangjo Kim1-4244-2589-1/09/ $20.00 2009 IEEE,
“3G-WLAN Interworking: Security Analysis and New Authentication and Key Agreement based on EAP-AKA »

¥ ______ I O B ¢ o
UE - AP T asene e USIM/AUC LK UMTS-AKA
l4— 1. Connection Establishment ¥
+— 2. EAP Request/identity = 1— -
3. EAP Responselidentity UEMSS CK IK EPS-AKA

) — ™
{MAI: based on a pseudonym or IMS1) 4. - 1dentify subscriber
- Get Authentication Vector(AV)
[4————————— 5 EAP Request/AKA-identity(Any identity) ———
| | UE/ASME -
6. EAP Response/AKA-dentty |

(Any identity)
7. - Check WLAN access profile
- Derive MK using CK and IK

8. EAP Request/AKA Challenge(RAND, AUTH, Imm xm J

T MAC, Protsotsd{pssudonym, ned re-auth i) aNB
9'-EZWAUTRNES K, CK
- Compute RES, IK,
- Derive MK using new computed CK, IK
10. EﬁPﬂemsefmmalleme UE/MME [?INT] Km
MAS) >
e :g:fmmrﬁ%s and RES UE/eNB
12. EAP-Request/AKA Notification
* {Success Motification) X
. EAP_RQMLE;AWI _ pasen: - Protection of NAS traffic with particular encryption

(Success Notification) Kinsi - protection of NAS traffic with particular integrity 3
é 14. BAP Success itey) —— K pune - Protection of UP traffic with particular encryption Z‘g
g Kﬂf“: Protection of RRC traffic with particular integrity 2
€ l+—— 16. EAP Success (Key) K ] o . . 2
& kicess - Protection of RRC traffic with particular encryption z
EL (T/DMSI AV RAND RES etc. ARE EXCHANGED IN L WHEN EVE GET THE KEY K §
2 CLEAR TEXT WITHOUT TRANSEC PROTECTION SHE GETSALL... é
s - PASSIVE EVE CAN DECODE ...BY PASSIVE MONITORING ONLY. 3
§ - ACTIVE EVE CAN JAM, SPOOF, REPLAY ... g
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APPENDIX 2- INTEREST OF PHYSEC: More on Physec
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Basics of PHYsical LAyer Wireless Security
FWD sense - Wiretap channel — Passive Eve

o I j@ﬁ%ﬁ Imperial College A% 1 o

London

THALES! Celenc_ 2| i

AT

WinnComm Europe 2015- 7th October 2015
Thales proprietary information. All rights reserved

WinnComm Europe 2015-10-07 Erlangen THALES Imperial College

= London P.33
Presentation of PHYLAWS project FP7 ICT 1d-317562 Celeno 2 ggim R PHYLAWS %/ 4










PHYLAWS







ICT Call 8

Basics of PHYsical LAyer Wireless Security

FWD sense - Wiretap channel – Passive Eve











PHYLAWS

FP7 ICT call 8 - Id 317562 











         SK

Memory-less 

Source Data

Blocks length K 

Entropy:

(instantaneous) 

HS=H(SK)/K

ALICE

Transmits 

 signal block XN

Coding rate: K/N











BOB

Receives

 signal YN

  decodes





Csh (A->B) = Sup {I(XN;YN) ; PXN}

Legitimate Channel:  

FWD Alice to Bob: h(A->B)  ; 

RTN (Bob to Alice ):  h(B->A)



S’K

^

Mutual information:

I(XN;YN)  ≤ Csh (A->B)

Perfect secrecy is

I(XN;YN)  ↑ Csec (A->B) 





Csh (A->E) = Sup {I(XN;YN) ; PXN}



EVE

Intercepts

 signal ZN

  decodes



Passive Attacker Channel:  

FWD Alice to Eve: h(A->E) 

FWD Bob to Eve: h(B->E)



S’’K

^



Equivocation 

∆=H(SK/ZN)/K 

Information leakage 

I(SK;ZN) ≥ 0

Perfect secrecy: ∆=H(S)I(SK;ZN) = 0 



FWD sense - Passive Eve - Wiretap channel

T.M. Cover and J.A. Thomas, Elements of Information Theory. New York: Wiley, 1991.

M.Bloch and J.Barros, "Physical layer security - from information theory to security engineering," Cambridge University Press, 2011
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III/

II/

FWD sense - Passive Eve - Wiretap channel



I/



II/



III/

T.M. Cover and J.A. Thomas, Elements of Information Theory. New York: Wiley, 1991.

M.Bloch and J.Barros, "Physical layer security - from information theory to security engineering," Cambridge University Press, 2011

=> at  Eve’s side 

      - Equivocation  is ∆=H(SK/ZN)/K   (uncertainty remaining at Eves side / her observation Z)

      - Information leakage  is  I(SK;ZN) ≥ 0

      - Perfect secrecy means  ∆=H(S)    I(SK;ZN) = 0   

       (total uncertainty  no information about S whatever is Eve’s observation Z)
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IV/ Perfect secrecy  can be achieved with secret codes  ∆=HS    I(SK;ZN) ≡ 0



       => Secrecy capacity Csec(A->B/E)  achieves Max {I(XN;YN )

    	over X distribution PX and over constraint ∆ = HS



      => In practice achieving secrecy requires a “radio-channel advantage”, i.e. :  

	Csh(A->B)    >   Csh(A->E)    (AWGN case : SNRB > SNRE)



      => under the previous conditions  and some symmetry assumptions 

	Csec(A->B/E) = Csh(A->B) - Csh(A->E)  

		     ≤ Csh(A->B)



      => Existence of  secrecy codes is proven, 

           but proof is not constructive



        => the key for achieving secrecy coding is 

           - the existence of subcodes 

             in the channel codes

           - the suitable mapping 

             of bits to be protected         

Illustration of (weak) secrecy  (QAM) 



16 QAM symbol = 4 bits x’y’x’’ y’’ beeing ‘’0’’ ou ‘’1’’

Worst protected bits : x’ y’ quadran designation

Best protected bits : x’’ y’’ symbol in the quadran



x’y’x’’y’’



FWD sense - Passive Eve - Wiretap channel

Aaron Wyner. The Wire-Tap Channel". In: Bell Syst. Tech. J. 54.8 (Oct. 1975), pp. 1355{1387).

Leung Yan Cheong and Martin Hellman. \The Gaussian Wire-Tap Channel". In: IEEE Trans. Inform. Theory 24 (1978), pp. 451{456.

Frederique Oggier, Patrick Sole, and Jean-Claude Belore. \Lattice Codes for the Wiretap Gaussian Channel: Construction and Analysis". Mar. 2011.
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V/ Secret keys of significant length can be generated 





         => known Channel Quantization Algorithm  (CQA)

	based on RSSI (Received Signal Strength Indication)

	based on CSI (Channel State Information) : ampl. and phase of paths





Number of generated bits: 

         

in case of reciprocal channels

(),   





Number of secure bits:

     





Number of non-secure bits: 

     -



Illustration of SKG scenario

with « disk distributed scatters » 



Antenna number



FWD sense - Passive Eve - Wiretap channel

U.Maurer, "Secret key agreement by public discussion from common information," IEEE Transactions on Information Theory, 1993, pp. 733-742.

J. Wallace and R. Sharma, "Automatic secret keys from reciprocal MIMO wireless channels: measurement and analysis," IEEE Trans. Inf. Forensics and Security, vol. 5, no. 3, pp. 381-392, Sep. 2010.
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I/ Random signal X of discrete values x;...,Xy
= probability distribution Py (Px(X=X,) £Pxy)
=> Signal entropy (or Py entropy): H(X) £ Epx[-10g;(Pxm )] £ - Z. P 10g,(Pxm,)

H(X) represents the degree of uncertainty of X.
H(X) < logs(M) and H(X) is maximum when X is uniformly distributed.

=> Source entropy Hs is taken as the normalized entropy of a signal block S¥ (length K): Hs=H(S¥)/K
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1/ Propagation channel from Alice (X discrete values xy...,xy) to Bob (Y signal values y;...,yy)
=> defined by the conditional probability Pyy, (perfectch. is py=1; full noisy ch. is pyx=p,)

=> conditional Shannon entropy: H(XIY) (= Epxy[-1092 (P12 -Z P v 1092(Pryen)
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I/ Information: 1(X; Y) = H(X) - H(X/Y) Amount of knowledge about X after observing Y
Shannon capacity Cqy a5 = Sup {I(X; Y); Py}. Maximun value of information over channel
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v/ Secret keys of significantlength can be generated

=> known Channel Quantization Algorithm (CQA)
based on RSSI (Received Signal Strength Indication)
based on CSI (Channel State Information) : ampl. and phase of paths

= Number of generated bits:
Iy = I(h(A—>B) ;h(B—>A))

in case of reciprocal channels
(h(aspy = hp-a)), Ik = H(hasp)

= Number of secure bits:
Isk = I(hgsp s hpoalhase hpoE)

= Number of non-secure bits:
Iy = Ig - Isg
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APPENDIX 3—- INTEREST OF PHYSEC: More on Eve’s capability

THREE BASIC MODELS OF THREATS

1 Three basic models of threats 1/3

Passive Eve - Short model description:

Eve's procedures

- Aware about the standard, sometimes about subscriber keys

- Records all signal

- demodulates and decodes signalling and data messages between Alice and Bob
- does not emit any signal

Eve’s limits / drawbacks
- cannot influence the legitimate exchanges
- Very sensitive to radio propagation and poor energy budget !

Eve’s advantages
- noreal-time consfraints of any kind

Major risks for legitimates

= Monitoring of 2G (A5-1/2 A8 A3) and WLAN (WEP and WPA - WPAZ2 in question )

= In 3G 4G, maximal risk occurs when Eve is informed about their Subscribers keys (Kion
SIM, K on USIM, etc ) and can also compute off-line the complete legitimate data.

e Tty Tinay

NOTE: Such risks illustrate the limits the cumrent approach of public wireless security based
only on cryptographic key distribution_.
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APPENDIX 4- SKG: More on Reconciliation step

= OBJECTIVE

» Eliminate any mismatch after quantization between Alice and Bob keys
* Minimize information leakage to Eve

= SECURE SKETCH BASED ON ERROR-CORRECTING CODES

e Outputs public information s about an input K
» Does not reveal K but allows exact recovery of K given K’ close to K

= INFORMATION RECONCILIATION ALGORITHM STEPS

e Alice:
» selects a random codeword c from an error-correcting code C

o computes the secure sketch s=K,&@ ¢
* sends the shift s to Bob over the public channel

* Bob:
» Bobsubtracts s from its key K, : ¢, = K, s
» Bobdecodes ¢, to recover the random codeword c,and gets ¢
« Bob computes K, by shifting back and gets: K, = ¢ @ s

Y. Dodis, R. Ostrovsky, L. Reyzin, and A. Smith, “Fuzzy extractors: How to generate strong keys from biometrics and other
noisy data,” SIAM J. Comput., vol. 38, no. 1, pp. 97-139, 2008.

Qian Wang; Hai Su; Kui Ren; Kwangjo Kim, "Fast and scalable secret key generation exploiting channel phase randomness
in wireless networks," INFOCOM, 2011 Proceedings IEEE , vol., no., pp.1422,1430, 10-15 April 2011

WinnComm Europe 2015- 7th October 2015
Thales proprietary information. All rights reserved

WinnComm Europe 2015-10-07 Erlangen THALES

Imperial College
Presentation of PHYLAWS project FP7 ICT Id-317562 Celenc 2 |

(((]@ P WS London .

w
(6]

ParisTech

WA



APPENDIX 5- SKG: More on Amplification step

= OBJECTIVE

* Reduce Eve’s amount of information on the key
« Improve the randomness of the key
» Can be performed using hash function or extractors

* We choose a two-universal family of hash functions

= TWO-UNIVERSAL FAMILY OF HASH FUNCTIONS
« Aclass G of functions A — B is two-universal if for all x; # X,:

1
Prig(x;) = g(xz)] < B

when g is chosen randomly from G
= CONSTRUCTION OF ATWO-UNIVERSAL FAMILY OF HASH FUNCTIONS
» Select a random element aeGF(2") and interpret the key K as an element of GF(2")

e Consider the function {0,1}" — {0,1}" assigning to K the first r bits of aK € GF(2")
» 2-Universal family of hash functionsfor 1 <r<n

Bennett, C.H.; Brassard, G.; Crepeau, C.; Maurer, U.M., "Generalized privacy amplification,” Information Theory, IEEE
Transactions on , vol.41, no.6, pp.1915,1923, Nov 1995
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